Consequently, the regulations promulgated under the Act, Standards for Privacy of Individually Identifiable Health Information (the "Privacy Rule" or the "Standards"), do little to restrict employer access to employee health information unless the health care provider generating the information is covered by the regulation (see Figure  on page 502 to determine applicability of the Standard). For example, employers' access to information from employee assistance programs (EAPs), wellness clinics, or onsite medical clinics will depend on whether the program or clinic is a "covered entity" under the Standards. Similarly, employee health information generated by an occupational health professional will be protected under the rule only if the health care provider meets the criteria of being a covered entity and is required to comply with the regulation.
It is important that all occupational health nurses have at least a basic familiarity with the HIPAA privacy regulations to determine the impact of these standards on the occupational health program. This article provides an overview of the Privacy Rule and its application to areas of particular interest to occupational health care providers.
THE HIPAA PRIVACY STANDARDS Overview
The long awaited final Privacy Rule (U.S. Department of Health and Human Services, 2(00) was issued in December 2000. The Rule is the second of three sets of regulations required under the Administrative Simplification provisions of the Act which are aimed at increasing and simplifying the electronic transmission of health data. The first regulation-the Standards for Electronic Transactions (65 Fed. Reg. 503l2)-established uniform coding conventions and record formats across all payer types for many electronic transactions central to the processing of health care claims and health plan enrollment. Compliance with the Transaction Standards is required as of October I, 2002. The third rule will implement the Security and Electronic AM I A COVERED ENTITY? Do 
ADDENDUM
If you are subject to the rule you must:
• Limit the use and disclosure of PHI to purposes of treatment, payment, or routine health care operations.
• Provide advance notice to the public of its policy governing disclosure of PHI.
• Secure general client consent to use and disclose PHI for treatment, payment, or routine health care operations and to obtain specific client authorization to use or disclose PHI for all other purposes unless the disclosure is specifically permitted without consent or authorization.
• Take measures to protect PHI from both inadvertent and deliberate misuse and disclosure.
• Ensure the amount of PHI disclosed on any occasion is limited to the minimum necessary to achieve the purpose of the disclosure, except in certain circumstances.
• Permit individuals to review and amend health information pertaining to themselves and to demand an accounting of persons to whom their health information has been disclosed.
• Comply with provisions that establish terms under which you may disclose PHI to a business associate.
• Comply with state laws that are more stringent than the Privacy Rule. Signature Standard which to date has been published in proposed format only (63 Fed. Reg. 43241) . The purpose of the Security Standard is to set minimum requirements for protecting the physical integrity, accessibility, and confidentiality of data maintained or transferred electronically. The Privacy Rule represents the most comprehensive federal regulation protecting the privacy of health information to date. However, as noted above, the Rule generally does not apply to employers (employers may be plan sponsors of a group health plan that is a covered entity under the Rule). Therefore, health information collected in most workplace settings does not enjoy the same level of privacy protection provided to similar data collected in other health care settings.
However, it is possible for an employer to be covered under the Rule if the employer provides health care to its employees (e.g., through an EAP) and conducts the necessary standard transactions. Alternatively, occupational health records might be protected under the Standard if the occupational health care professional treating the employee is considered a covered entity.
Scope of the Privacy Rule
The Privacy Rule governs the use and disclosure of protected health information (PHI) by covered entities. Unless a use or disclosure of PHI is permitted or required under the Standards, it is prohibited. Except for 11 specific instances where the Standards authorize a covered entity to use or disclose PHI without an individual's permission, the Standards require a covered entity to obtain either an individual's consent or authorization to release the PHI (45 C.ER. 164.512 [a]-[kD.
PHI is defined broadly and encompasses almost all health information that contains data that identify or could reasonably be used to identify the subject of the information regardless of the format (i.e., electronic, written, oral) used to maintain or transfer the information.
For example, while "fitness to work" or "fitness for duty" statements may be concise and do not contain information related to an employee's diagnosis, such statements do describe an individual's physical or mental capacity at the time the statement is made, and, therefore, could be PHI (65 Fed. Reg. 82462, 82613) . Such statements will be protected under the rule only if the person or entity generating the PHI is a covered entity. Furthermore, the Rule does not prohibit employers from requesting or obtaining PHI. However, the Privacy Rule does not permit employers to request or use protected health information in violation of other existing law such as the Americans with Disabilities Act of 1990 or other antidiscrimination laws.
Covered entities that must comply with the Standards include health plans, health care clearinghouses, and health care providers who engage in certain electronic transactions.
A health care provider is a provider of medical or other health services, and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business. By definition, therefore, an occupational health professional or worksite employee clinic could be a health care provider. However, the occupational health NOVEMBER 2001, VOL. 49, NO. 11 professional or clinic, is not a covered entity unless the occupational health professional or entity transmits electronically any of the following types of information: • Health care claims or equivalent encounter information. • Health care payment or remittance advice. • Coordination of benefits. • Health care claims status, enrollment, and disenrollment in a health plan. • Eligibility for a health plan. • Health plan premium payments.
• First injury reports. The HHS has yet to define the first injury report standard electronic transaction for purposes of HIPAA. Accordingly, while some insurers currently require first injury reports to be submitted via an electronic transmission, it is unknown at present whether these reports, in and of themselves, will require the provider submitting the report to comply with the Standards. • Referral certification and authorization and health care claims attachments.
If an occupational health care provider does not engage in one of these identified electronic transactions the individual is not a covered entity, and the Standards are not applicable. Health information collected and maintained by this occupational health care provider, therefore, is not protected under the rules.
The Privacy Rule will apply to the provider where a covered health care provider retains another entity, such as a billing company, to engage in the electronic transactions on its behalf.
If a covered entity eliminates all personal identifiers (i.e., it de-identifies the PHI) neither it, nor an entity with which it contracts, is subject to the Privacy Rule.
Compliance with the Standards
Most covered entities have until April 14, 2003 to comply with the Privacy Rule, although small health plans have an additional year to comply. Legislation is pending before Congress that would extend the Privacy Rule compliance dates.
Relationship to State Laws
State laws contrary to the Privacy Rule are preempted unless one of four exceptions applies to the law: • If it is more stringent than the Standards. • If it is necessary for preventing fraud and abuse, reporting health care delivery costs, regulating health insurance, or serves a compelling health and safety need.
• If it relates to reporting disease, child abuse, injury, birth, or death. • If it requires a health plan to provide information in relationship to financial audits or pertains to the monitoring of the licensure or certification of a regulated person or entity.
ISSUES SPECIFIC TO OCCUPATIONAL HEALTH AND EMPLOYER ACCESS TO PHI

Creation of PHI for the Sale Purpose of a
Third Party
In general, a covered entity may not condition the treatment, payment, enrollment in a health plan, or eligibility for benefits of an individual authorizing use or dis-closure of PHI. However, a covered entity is permitted to condition the provision of health care to an individual on obtaining the individual's authorization to disclose the information to a third party when the sole purpose for creating the PHI is to benefit that party (45 C.ER. 164.508 [bD. For example, a covered health care provider may condition performance of a fitness for duty examination on obtaining the employee's authorization for disclosure of the results to the employer who requested the examination. Because the minimum necessary standards do not apply to authorizations, the provider should negotiate the scope of disclosure to the employer with the individual.
Workers' Compensation Insurers
Workers' compensation insurance does not meet the definition of health plan under the Act, and, thus, carriers are not required to comply with the Standards in connection with this product line. Covered entities may disclose PHI as authorized by and to the extent necessary to comply with workers' compensation laws or other similar programs. Consequently, while a provider must look to the state law to determine the scope of the disclosure permitted, the federal standards mandate that the provider limit its disclosure to only that information necessary to fulfill the state law requirement.
If the workers' compensation carrier secures an authorization from an individual for PHI controlled by the covered entity, the entity may disclose the PHI described in the authorization even if it is greater than that contemplated by the state law. Where the state law is silent on the information to be provided to the workers' compensation carrier, HHS suggests that the carrier and covered health care provider negotiate what information is necessary to administer the claim, and the health care provider may disclose that information.
Importantly, while a covered entity is permitted to disclose PHI to the workers' compensation carrier, the covered entity is not permitted to disclose the same information to an occupational health provider performing workers' compensation case management for the employer unless the state workers' compensation law permitted or the employee authorized such a disclosure. The same holds true even in the case where health care providers engage in their own health care practice part time and provide occupational health services under contract with an employer the remainder of the time. If health care providers meet the definition of a covered entity during the period they are practicing independent of the occupational health engagement, then the providers are covered all the time. Consequently, the provider may not release PHI to an occupational health nurse working for the employer except as noted above.
Health Care Component Entities or Hybrid Entities
The Privacy Rule creates a new term, "hybrid entity," to describe circumstances where a legal entity falls within the definition of a covered entity, but where the entity's covered health care functions are not part of its primary business or mission (45 C.ER. 164.504(a)-(c)). In the case of hybrid entities, only the health care component of the larger legal entity is required to comply with the Standards. For example, a hybrid entity might include a school or a manufacturer with an onsite occupational health clinic or an employer that has a separate department of the company administer its self sponsored health plan.
Therefore, the key question in determining whether an employer based occupational health clinic is considered part of a hybrid entity is whether the clinic or its providers engage in any of the standard transactions that trigger HIPAA compliance. If the answer to this question is affirmative, then the clinic and the providers would be considered covered entities and required to comply with the regulations.
The potential exists for PHI held by the health care component to leak beyond the protection of the subcomponent, and to be used or disclosed in a manner not permitted by the Standard. Thus, the Rule requires the covered entity to implement firewalls to prevent access of PHI by the non-health care components of the organization that would not otherwise be permitted by the Rule. This risk is most pronounced in situations where an employee performs duties for both the health care component and non-health care component of the covered entity. For example, a member of a human resource department may maintain employee files from the occupational health clinic as well as general personnel files.
In this instance, it is critical for the entity to ensure that the employee does not use or disclose PHI created or received in the course of the individual's work for the health care component in a manner that violates the Standards. If a violation of the Standards does occur, the entity as a whole is held responsible for the breach, not just the health care component.
Employers as Plan Sponsors
Many issues arise related to employer access to employees' individually identifiable health information where the employer itself is the employee's health insurer or is the sponsor of the employee health benefit plan. In the first instance, the employer will obtain health information related to its employees as part of its legitimate health insurance functions, such as claims processing. Assuming the health insurance functions are completed by a separately identifiable unit of the employer, transfer of this data to the employer's work force outside the designated unit is regulated under the rules for hybrid entities.
Where the employer serves only as the plan sponsor, and a health insurer or third party administrator (TPA) runs the health plan on behalf of the employer, disclosure of employee PHI to the employer is restricted because health plans are covered entities. In this instance, upon the sponsor's request, the health plan or TPA is permitted to disclose PHI to the employer in summary format for the purpose of obtaining premium bids for group coverage or modifying the group health plan but not for other purposes (45 C.ER. I64.504[f]).
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Shuren, A. W, & Livsey, K. ment, payment, or routine health care operations and to obtain specific client authorization to use or to disclose PHI for all other purposes unless the disclosure is specifically permitted without consent or authorization (e.g., a covered entity may disclose PHI to a health care oversight agency such as the Office of the Inspector General without first obtaining client authorization). In certain situations, a covered entity need only obtain client agreement to disclose PHI which may be oral or inferred from the circumstances surrounding the disclosure. For example, a
Relationship to Other Mandatory Federal and State Laws
As noted above, a covered entity may use or disclose PHI without the written consent or authorization of the individual in certain situations. One such permitted circumstance is where the covered entity is required to disclose PHI pursuant to a specific statutory or regulatory scheme (45 C.ER. 164.5l2[a] ). The covered entity generally is authorized to make this disclosure without obtaining the consent or authorization of the individual to whom the information pertains. The covered entity must first provide the employee written notification that this information will be disclosed to the employer.
Further, the PHI disclosed must meet the minimum necessary standard. The notice required in this instance is separate from the primary notice required by the Standard and may be met by giving the employee a copy of the notice at the time the service is provided, or if the services are provided at the workplace, by posting a sign in a prominent place in the clinic. For example, a health care provider who provides health care as a work force member of, or at the request of, an employer may disclose PHI to that employer concerning work related injuries or illnesses or workplace medical/health surveillance where the employer has a duty (is required) under the Occupational Safety and Health Act or other similar law to keep records on or act on such information.
If, on the other hand, the statutory or regulatory scheme merely permits a disclosure, the covered entity will need to determine first whether the disclosure is permissible under another section of the Standards. If the disclosure is governed by another section, then the covered entity must follow the requirements of that section. If the disclosure is not covered by any section, then the covered entity needs to obtain either consent or authorization from the individual to make the disclosure. Other laws that may require or permit disclosure include the ADA, the Family Medical Leave Act, and the Department of Transportation (DOT) guidelines related to drug and alcohol testing.
Where a statute or regulation does not mandate disclosure of PHI and the Standard does not otherwise allow release, covered health care providers may not disclose this information to the employer until authorization is obtained from the employee. Nevertheless, nothing in the rule prohibits an employer from requiring an employee to provide authorization for the release of PHI necessary for the employer to fulfill its requirements under a law or regulation as a condition of employment. For example, an employer may require an individual to authorize release of the results of the screening tests required by the DOT as a condition of considering the individual for a relevant position.
SUMMARY
The Privacy Rule: • Limits the use and disclosure of PHI to purposes of treatment, payment, or routine health care operations. • Requires covered entities to provide advance notice to the public of its policy governing disclosure of PHI. • Requires entities covered by the Standard to secure general client consent to use and to disclose PHI for treat-1.
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Employers may be plan sponsors of a group health plan, a covered entity under the Rule.
However, the Privacy Rule does not permit employers to request or use protected health information in violation of other existing law such as the Americans with Disabilities Act (ADA) or other antidiscrimination laws.
The Department of Health and Human
Services has yet to define the first injury report standard electronic transaction for purposes of the Health Insurance Portability and Accountability Act. Accordingly, while some insurers currently require first injury reports to be submitted via an electronic transmission, it is unknown at present whether these reports, in and of themselves, will require the provider submitting the report to comply with the Standards.
The notice required in this instance is separate from the primary notice required by the Standard and may be met by giving the employee a copy of the notice at the time the service is provided, or if the services are provided at the workplace, by posting a sign in a prominent place in the clinic.
Other laws that may require or permit disclosure include the ADA, the Family Medical Leave Act, and the Department of Transportation guidelines regarding drug and alcohol testing. A federal policy on medical records, electronic or physical, did not exist before the new rule. The new regulations establish standards for protecting people 's medical records created by health care providers, health plans, and health care clearinghouses who are covered under the rule from being disclosed without an individual's consent. It does not supercede stronger state laws, but instead offers a federal floor of protections.
Do the new privacy regulations protect all medical records?
Only records of "covered entities " are covered under the rule. Covered entities include health care providers , health care clearing houses , and health plans which include employers to the extent that they have records as part of offering health care insurance . Employers are prohibited to use information from health benefit plans for employment decisions, such as hiring, firing, and decisions about promotions. But these prohibitions do not extend to other information collected in the work environment.
What types of personal health records does the new policy not protect?
Information collected at the worksite that does not involve a health claim transaction is not covered . For example , information collected during a visit to a company physician or nurse is not covered since the visit does not involve a health claim transaction and the company physician or nurse is not considered a covered entity. In addition , information collected through worksite wellness programs and workers ' compensation claim information are other examples of information not covered under these rules.
How does this worksite health privacy regulation impact occupational health providers?
Because most occupational health providers will not be considered covered entities under this rule, many occupational health records will remain unprotected. Employees trust occupational health providers with highly personal medical information. Occupational health care providers have an ethical obligation to keep personal health information confidential, but when asked to disclose personal health information, occupat ional health nurses and physicians are placed in a terrible dilemma, and for many, efforts to uphold their ethics have cost them their jobs .
What are the shortcomings of this regulation according to AAOHN?
Although the regulations safeguard health information created or maintained by health plans, health care clearinghouses, and certain health care providers , personal health data collected and maintained at the works ite are not protected under the rule except in some limited circumstances. 6. Can you give an example of a situation in which an individual or a health care professional would remain unprotected under this legislation?
A visit to the company nurse or physician at work to discuss a health concern is not necessarily covered under the rule. While the health care provider has an ethical obligation to keep the information confidential if the health care provider is not a covered entity under the rule, the employer is not prevented from seeing the provider's notes by this regulation. The information remains unprotected and the provider has an ethical dilemma when asked to disclose information.
7. Are there other organizations that believe this policy is still not a comprehensive solution to worksite privacy health Issues?
Many privacy advocates believe the regulations do not go far enough in protecting information from being disclosed to law enforcement and employers . Opponents, on the other hand, are concerned that the rule is too strict in limiting insurers and employers' use of information.
8. What additional worksite health privacy regulations are needed to ensure more comprehensive protection of providers and employees?
Employers do have legitimate needs to have access to certain personal health information for managing workers' compensation or other benefits , disability job accommodations, or considering fitness for work. However, this does not mean they need unfettered access to employee health records. Additional comprehensive federal legislation is needed to broaden the protection of personal health information and legally establish the public's right to privacy of their medical records. This federal legislation should clearly identity the type and scope of permissible use of personal medical records.
covered entity could disclose PHI to a relative caring for the individual who is the subject of the health information.
• Expects covered entities to take measures to protect PHI from both inadvertent and deliberate misuse and disclosure.
• Requires, except in certain circumstances, the amount of PHI disclosed on any occasion to be limited to the minimum necessary to achieve the purpose of the disclosure.
• Gives individuals more control of their health information by permitting them to review and amend health information pertaining to themselves and to demand an accounting of persons to whom their health information has been disclosed.
• Establishes terms under which a covered entity may disclose PHI to a business associate.
• Permits states to maintain state laws that are more stringent than the Privacy Rule.
The statute provides for significant civil and criminal penalties for failure to comply with the Standards. Violations are punishable by fines as much as $250,000 and 10 years imprisonment. The HHS, Office of Civil Rights is charged with enforcing the Standards. The HHS is expected to issue a single Enforcement Rule applicable to all three of the HIPAA Administrative Simplification Standards.
Many worksite records will not be protected under the HIPAA Privacy Rule because employers are not covered entities and few occupational health professionals meet the criteria of being considered a covered entity. Nevertheless, occupational health professionals need to
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